Privacy policy

on the data processing regarding the commercial and marketing activity and the use of the
website of the Medikémia Zrt.

The exclusive operator of the website www.medikemia.hu is the MEDIKEMIA Ipari és
Kereskedelmi Zartkor Gen Miikod 6 Részvénytarsasag (MEDIKEMIA Industrial and Trade
Private Limited Company) (H-6728 Szeged, Zsambokréti sor 1/A., hereinafter referred to as
the Medikémia Zrt., or the Company) as_controller.
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1. INTRODUCTION

The MEDIKEMIA Ipari és Kereskedelmi Zartkér (en Miikodd Részvénytarsasag
(MEDIKEMIA Industrial and Trade Private Limited Company) (H-6728 Szeged, Zsambokréti
sor 1/A., hereinafter referred to as the Medikémia Zrt., or Controller) as controller, bounds itself
to the content of this legal notification. It undertakes that all data processing regarding its
commercial and marketing activity comply with the requirements hereunder and determined by
the effective law.

The Medikémia Zrt. reserves the right to modify this notification any time. Of course, it shall
notify its partners and clients in due time about the incidental and substantial changes.

The Medikémia Zrt. is committed to the protection of its clients and the personal data of its
partners and it considers the respect of the right of informational self-determination of its clients
to be of key importance. The Medikémia Zrt. processes the personal data confidentially and it
takes every security, technical and organisational measure ensuring the security of data. The
Medikémia Zrt. discloses below its data processing practice regarding its commercial and
marketing activity.

The data processing principles of the Medikémia Zrt. are in accordance with the
legislation in force regarding data protection, especially with the

. Regulation (EU) 2016/679 of the European Parliament and the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive 95/46/EC (hereinafter referred
to as the “Regulation” or “GDPR");

. Act CXII of 2011 on the Right of Informational Self-Determination
and on Freedom of Information (hereinafter referred to as the “Privacy Act”)
. Act V of 2013 on the Civil Code (“Civil Code”)

. Act C of 2000 on Accounting (“Act on Accounting”)



. Act CVIII of 2001 on Certain Aspects of Electronic Commerce and Information
Society Services (“Act on E-commerce”)

. Act C of 2003 on Electronic Communications (“Act on E-communication”)
. Act XLVIII of 2008 on the Essential Conditions and Certain Limitations of Business
Advertising Activity (“Act on Business Advertising”)
. Act XLVII of 2008 on the Prohibition of Unfair Business-to-Consumer Commercial
Practices (“Unfair Commercial Practices Act”)
. Act CLV of 1997 on Consumer Protection (“Consumer Protection Act”)
2. DEFINITIONS

The terms used herein shall have the following meaning on the basis of the section 3 of the
Privacy Act and the article 4 of the Regulation:

data subject : shall mean any natural person directly or indirectly identifiable by reference to
specific personal data (paragraph (1) of the section 3 of the Privacy Act); an identifiable natural
person is one who can be identified, directly or indirectly, in particular by reference to an
identifier personal data or to one or more factors (section 1 of the article 4 of the Regulation)

personal data : shall mean any information about the data subject - especially any identifying
data, e.g. name, number or location data, online identifiers provided by his devices,
applications, tools and protocols, such as internet protocol addresses, cookie identifiers or
other identifiers such as radio frequency identification tags (RFID) (preamble section (30) of
the Regulation), or one or more factors specific to the physical, physiological, mental,
economic, cultural or social identity of the natural person, as well as conclusions drawn from
the data in regard to the data subject (item 2 of the section 3 of the Privacy Act and item 1 of
the article 4 of the Regulation)

data processing : shall mean any operation or set of operations performed on the data,
irrespective of the procedure applied; in particular, collecting, recording, registering,
classifying, storing, modifying, using, querying, transferring, disclosing, synchronising or
connecting, blocking, deleting and destructing the data, as well as preventing their further use,
taking photos, making audio or visual recordings, as well as registering physical characteristics
suitable for personal identification (such as fingerprints or palm prints, DNA samples, iris
scans); (item 10 of the section 3 of the Privacy Act and item 2 of the article 4 of the Regulation)

restriction of processing : shall mean the marking of stored personal data with the aim of
limiting their processing in the future; (item 3 of the article 4 of the Regulation)

controller : shall mean natural or legal person, or organisation without legal personality which
alone or jointly with others determines the purposes and means of the processing of data,
makes and executes decisions concerning data processing (including the means used) or has
it executed by a data processor (item 9 of the section 3 of the Privacy Act and item 7 of the
article 4 of the Regulation)

data processing : shall mean performing technical tasks in connection with data processing
operations, irrespective of the method and means used for executing the operations, as well
as the place of execution, provided that the technical task is performed on the data (item 17 of
the section 3 of the Privacy Act)

data processor : shall mean any natural or legal person or organisation without legal
personality, public sector entity, agency or any other body processing the data on the grounds
of a contract concluded with the controller, including contracts concluded pursuant to legislative
provisions; it controls personal data in the name of the controller (item 18 of the section 3 of

2



the Privacy Act and item 8 of the article 4 of the Regulation)

third person/third party : shall mean any natural or legal person, or organisation without legal
personality other than the data subject, the data controller, the data processor (item 22 of the
section 3 of the Privacy Act) or any person who, under the direct authority of the controller or
processor, is authorised to process personal data; (item 10 of the article 4 of the Regulation)

recipient : shall mean a natural or legal person, public authority, agency or another body, to
which the personal data are disclosed, whether a third party or not. However, public authorities
which may receive personal data in the framework of a particular inquiry in accordance with
Union or Member State law shall not be regarded as recipients; the processing of those data
by those public authorities shall be in compliance with the applicable data protection rules
according to the purposes of the processing (item 9 of the article 4 of the Regulation)

data transfer : shall mean ensuring access to the data for a third party (item 11 of the section
3 of the Privacy Act)

disclosure : shall mean ensuring open access to the data (item 12 of the section 3 of the
Privacy Act)

data erasure : shall mean making data unrecognisable in a way that it can never again be
restored (item 13 of the section 3 of the Privacy Act)

blocking of data : shall mean marking data with a special ID tag to indefinitely or definitely
restrict its further processing (item 15 of the section 3 of the Privacy Act)

data set: shall mean all data processed in a single file (item 21 of the section 3 of the Privacy
Act)

special data : shall mean a) personal data revealing racial origin or nationality, political
opinions and any affiliation with political parties, religious or philosophical beliefs or trade-union
membership, and the genetic data, biometric data aiming the individual identification of natural
persons, health data and personal data concerning sex life or sexual orientation; and b)
personal data concerning health, pathological addictions, or criminal record (item 3 of the
section 3 of the Privacy Act)

biometric data : shall mean personal data resulting from specific technical processing relating
to the physical, physiological or behavioural characteristics of a natural person, which allow or
confirm the unique identification of that natural person, such as facial images or dactyloscopic
data; (item 14 of the article 4 of the Regulation)

consent/the data subject’'s consent : shall mean any freely and expressly given specific and
informed indication of the will of the data subject which he, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating to him, being
processed fully or to the extent of specific operations (item 7 of the section 3 of the Privacy Act
and item 11 of the article 4 of the Regulation)

the data subject’s objection : shall mean a declaration made by the data subject objecting to
the processing of his personal data and requesting the termination of data processing, as well
as the erasure of the data processed (item 8 of the section 3 of the Privacy Act)

3. AIM, LEGAL BASIS AND DURATION OF DATA PROCESSING AND THE
SCOPE OF THE PROCESSED PERSONAL DATA



The data processing of the commercial and marketing activity of the Medikémia Zrt. is based
on voluntary consent, the performance of an agreement or legal obligation or the legitimate
interest of the Medikémia Zrt.

3.1 Data processing regarding commercial activity
3.1.1. Giving a quotation

The aim of data processing: aiming the conclusion of agreements regarding the sales of its
products, the Medikémia Zrt. gives quotations to the inquiring parties.

Legal basis of the data processing: the data processing is necessary for the performance of the
agreement (item b) of the paragraph (1) of the article 6 of the GDPR).

Processed set of data: Data of the requesting sole proprietor or private person (name,
address, bank account number, registry number of the sole proprietor); data of the
representative of the legal person requesting quotation (name, position), name, phone number
and e-mail address of the contact person; name and phone number of the person making the
quotation or the person in charge, name of the approver of the quotation.

Period of data processing : until the validity of the quotation, if the quotation does not result
in an order or 8 years, if it does.

Data transfer: None

Possible consequences of the lack of data supply: Without giving a quotation, the
Medikémia Zrt. is unable to perform any order and to conclude an agreement concerned with
the customer.

Recipients of the data: The marketing and sales organisational unit of the Medikémia Zrt.
and the employees of the IT have access to the data.

Data processors:

Na Register Data processing task
me ed seat:
Telenor Magyarorszag Zrt. H-2045 Torokbalint, Pannon at 1. |IT services
DIGITAL Szamitastechnikail H-6723 Szeged, Csongradi IT services
Kereskedelmi és Szolgaltaté Kft.sugarat 83.
(Abbreviated corporate name:
DIGITAL Kft.)
PC Trade Systems Kift. H-6728 Szeged, Back Bernatu. 2 |IT services, hosting
service
Microsoft Corporation Microsoft 365 - One Microsoft IT services, cloud
Way Redmond, Washington service
98052
USA
Google LLC 1600 Amphitheatre Parkway IT services
Mountain View, CA 94043
USA
IFS Hungary Kift. H-1132 Budapest, Vaci Ut 22-24. |IT services, developer of the
ERP system

Out of the data processors used, all of the USA-based data processors (Microsoft Corporation
and the Google LLC) are included in the adequacy decision of the article 45 of the Regulation
and the Commission Implementing Decision 2016/1260 and in the USA - EU Privacy Shield
set on the basis of them, i.e. data transfer to these data processors are not classified as data
transfer to a third country out of the European Union and there is no need for the separate
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permission of the data subjects and the data transfer to them is permitted on the basis of the
article 45 of the Regulation. These corporations undertook the compliance with the Regulation.

3.1.2. Creditworthiness and risk assessment

The aim of data processing: aiming the conclusion of the agreement, before conclusion, the
Medikémia Zrt. assesses the creditworthiness of its future partners to state the extent of risk
of the conclusion of an agreement with this partner and it concludes a credit support
agreement.

Legal basis of the data processing:  The legitimate interest of the Medikémia Zrt. (item f) of
the paragraph (1) of the article 6 of the GDPR).

Legitimate interest of the controller  : to determine the risk of the transaction and to manage
the identified risks

Processed set of data: data published officially and mandatorily pursuant to the Act on
Accounting.

Period of data processing: 5 years (if the business relationship still exists after 5 years,
the data are not erased, otherwise, the data are erased)

Data transfer : none

Possible consequences of the lack of data supply: The Medikémia Zrt. would be unable
to determine the risk of the transaction (e.g. non-performance).

Recipients of the data: The Marketing and Sales Department (in case of customer), the
Materials Management and Production Programming Department (in case of a supplier of
raw material or accessory), the Financial and Accounting Department, the employees of the
IT and the senior managers of the Medikémia Zrt. have access to the data.

Data processors:

Name Registere Data processing task
d seat
Telenor Magyarorszag Zrt. H-2045 Torokbalint, Pannon Gt 1. |IT services

DIGITAL Szamitastechnikai |H-6723 Szeged, Csongradi sugarut|IT services
Kereskedelmi és Szolgaltaté |83.
Kft. (Abbreviated corporate
name: DIGITAL Kft.)

PC Trade Systems Kift. H-6728 Szeged, Back Bernatu. 2 |IT services, hosting
service
Microsoft Corporation Microsoft 365 - One Microsoft IT services, cloud
Way Redmond, Washington service
98052
USA
Google LLC 1600 Amphitheatre Parkway IT services
Mountain View, CA 94043
USA
IFS Hungary Kift. H-1132 Budapest, Vaci Ut 22-24. IT services, developer of the ERP
system

Out of the data processors used, all of the USA-based data processors (Microsoft Corporation
and the Google LLC) are included in the adequacy decision of the article 45 of the Regulation
and the Commission Implementing Decision 2016/1260 and in the USA - EU Privacy Shield
set on the basis of them, i.e. data transfer to these data processors are not classified as data

transfer to a third country out of the European Union and there is no need for the separate
5



permission of the data subjects and the data transfer to them is permitted on the basis of the
article 45 of the Regulation. These corporations undertook the compliance with the Regulation.

3.1.3. Client database

To process and record the data of its partners, the Medikémia Zrt. maintains a database about
the contact information of its customers, suppliers and other partners.

Aim of data processing : the care of client relations and the performance of the orders.

Legal basis of the data processing: the performance of the agreement (item b) of

the paragraph (1) of the article 6 of the GDPR) / the legitimate interest of the

Medikémia Zrt. (item f) of the paragraph (1) of the article 6 of the GDPR).

Legitimate interest of the controller  : care of client relations.

Processed set of data: Name and position of the representatives of a legal person, data of
the sole proprietor and natural person (name, registry number of the sole proprietor, address,
VAT number, bank account number), data of the contact persons (hame, e-mail address,
phone number and in certain cases the address), invoice address and optionally other data,
such as the date of meeting with the clients and the frequency of meetings, status of the client
(e.g. direct contractor, architect, designer etc.), description of the discussed topics of the
meetings. In case of a designer cooperation, the name (if private person or sole proprietor)
and phone number of the designer and the investor, name of the decision maker, name (if
private person or sole proprietor), address, phone number of the general constructor and the
name of the decision maker.

Period of data processing : 5 years after the termination of the agreement
(accounting document)

Possible consequences of the lack of data supply: The Medikémia Zrt. would be unable
to track the frequency and the results of the contact with the given client.

Data transfer: None

Recipients of the data: The employees handling customer relationships, the senior and
middle managers of the Medikémia Zrt., the Financial and Accounting organisation and the
employees of the IT have access to the data.

Data processors:

Name Register Data processing task
ed seat
Telenor Magyarorszag Zrt. H-2045 Torokbalint, Pannon Gt 1. IT services

DIGITAL Szamitastechnikai |H-6723 Szeged, Csongradi sugarit IT services
Kereskedelmi és Szolgaltaté |83.
Kft. (Abbreviated corporate
name: DIGITAL Kft.)

PC Trade Systems Kift. H-6728 Szeged, Back Bernat u. 2 IT services, hosting
service
Microsoft Corporation Microsoft 365 - One Microsoft IT services, cloud
Way Redmond, Washington service
98052
USA
Google LLC 1600 Amphitheatre Parkway IT services
Mountain View, CA 94043
USA
IFS Hungary Kift. H-1132 Budapest, Vaci Ut 22-24. IT services, developer of the
ERP system
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Out of the data processors used, all of the USA-based data processors (Microsoft Corporation
and the Google LLC) are included in the adequacy decision of the article 45 of the Regulation
and the Commission Implementing Decision 2016/1260 and in the USA - EU Privacy Shield
set on the basis of them, i.e. data transfer to these data processors are not classified as data
transfer to a third country out of the European Union and there is no need for the separate
permission of the data subjects and the data transfer to them is permitted on the basis of the
article 45 of the Regulation. These corporations undertook the compliance with the Regulation.

3.1.4. Delivery, logistics

Aim of data processing: To perform the orders and agreements, i.e. for the delivery of
the products, the Medikémia Zrt. uses haulier companies.

Legal basis of the data processing : performance of the agreement (item b) of the paragraph
(1) of the article 6 of the GDPR).

Processed set of data: Address of the sole proprietor or private person client, registry number
of the sole proprietor, data of the representative of the legal person (name, position) and the
data (name, phone number, e-mail address) of the ordering contact person of the legal person,
private person or sole proprietor (i.e. the person receiving the delivered product). In case of
sole proprietor, legal person or private person client, the address of delivery. Name and contact
of the truck driver of the client.

Period of data processing : eight years (accounting document)

Possible consequences of the lack of data supply  : delivery, i.e. the performance or the
order, and the settlement and the remedy of the complaint on delivery would be impossible.

3.1.5. Complaint handling, customer service (compla int on the product or product
liability, returned goods)

Aim of data processing: Handling of the quality and quantity complaints arisen regarding the
products or the services of the Medikémia Zrt.

The complaints may arrive in writing (via post), electronically (via e-mail or the contact service
of the website), via phone or personally via the regional sales representative.

Legal basis of the data processing: performance of the agreement (item b) of the paragraph
(1) of the article 6 of the GDPR) / performance of the legal obligation (section 17/A of the Act
CLV of 1997 on Consumer Protection, item c) of the paragraph (1) of the article 6 of the GDPR)
/

consent of the data subject (item a) of the paragraph (1) of the article 6 of the GDPR, paragraph
(7) of the section 17/A of the Consumer Protection Act).

Processed set of data: place, date and time and way of the reporting of the complaint, name
and contact data (address, phone number and e-mail address) of the complainant (private
person, sole proprietor, representative of the company), ID of the complaint, documents
submitted by the complainant, description of the complaint, place, date and time of making the
minutes, name and signature of the recorder of the minutes, in case of the take-back of the
product, the product data.

Period of data processing: 5 years (copy of the minutes and the response)

Possible consequences of the lack of data supply: the assessment and the handling of the
complaints would become impossible (e.g. change of the product).

Data transfer: In case of product liability complaints where not the Medikémia Zrt. is the
producer of the distributed product, the data of the complaining private person may be
7



transferred to our contractor in a well-justified case. In any other cases, there is no data
transfer.

Recipients of the data: The marketing and sales organisational unit of the Medikémia Zrt.,
the regional sales representative and the employees of the IT have access to the data.

Data processors:

Name Register Data processing task
ed seat

Telenor Magyarorszag Zrt. H-2045 Toérokbalint, Pannon at 1. IT services

DIGITAL Szamitastechnikai |H-6723 Szeged, Csongradi IT services

Kereskedelmi és Szolgaltaté |sugarit 83.
Kft. (Abbreviated corporate
name: DIGITAL Kft.)

PC Trade Systems Kift. H-6728 Szeged, Back Bernatu. 2/ IT services, hosting
service
Microsoft Corporation Microsoft 365 - One Microsoft | IT services, cloud service
Way Redmond, Washington
98052
USA
Google LLC 1600 Amphitheatre Parkway IT services
Mountain View, CA 94043
USA
IFS Hungary Kift. H-1132 Budapest, Vaci Ut 22-24.|IT services, developer of the ERP|
system

Out of the data processors used, all of the USA-based data processors (Microsoft Corporation
and the Google LLC) are included in the adequacy decision of the article 45 of the Regulation
and the Commission Implementing Decision 2016/1260 and in the USA - EU Privacy Shield
set on the basis of them, i.e. data transfer to these data processors are not classified as data
transfer to a third country out of the European Union and there is no need for the separate
permission of the data subjects and the data transfer to them is permitted on the basis of the
article 45 of the Regulation. These corporations undertook the compliance with the Regulation.

3.1.6. Contact with the Medikémia Zrt.

Aim of data processing: To ensure the contact and availability of the Medikémia Zrt. via the
contact data given hereunder or in the website (central phone number, phone numbers of the
organisational units).

Legal basis of the data processing: consent of the data subject (item a) of the paragraph (1) of
the article 6 of the GDPR) / performance of the legal obligation in case of customer complaints
(section 17/A of the Act CLV of 1997 on Consumer Protection, item c) of the paragraph (1) of
the article 6 of the GDPR)

Processed set of data : name and contact data (address, phone number and e-mail address)
of the contacting person, documents submitted by the contacting person, description of the
request.

In case of contact via phone, the section 3.1.5 hereunder shall govern regarding giving
information.

Period of data processing: 5 years in case of customer complaints (enquiry and the copy of
the response), in other cases until the withdrawal of consent.



3.2. Data processing regarding marketing activity a  nd the website
3.2.1. Newsletter service of the Medikémia Zrt.

Aim of data processing : building a business database, sending e-mail newsletters containing
business advertisement, product catalogues and offers to the data subjects.

Only persons over 16 shall be eligible to give consent to direct marketing requests.

Legal basis of the data processing : the voluntary consent of the data subject (item a) of the
paragraph (1) of the article 6 of the GDPR, paragraphs (2) and (5) of the section 6 of the Act
on Business Advertising)

Processed set of data: name, e-mail address, address, if justified, statement of the data
subject about that he/she is over 18, consent to the direct marketing requests.

Period of data processing : until the withdrawal of the consent of the data subject.

Recipients of the data: The marketing and sales organisational unit of the Medikémia Zrt.
and the employees of the IT have access to the data.

Data transfer : none

Data processors:

Name Register Data processing task
ed seat

Telenor Magyarorszag Zrt. H-2045 Torokbalint, Pannon Gt 1.|IT services

DIGITAL Szamitastechnikai |H-6723 Szeged, Csongradi IT services

Kereskedelmi és Szolgaltaté |sugérut 83.
Kft. (Abbreviated corporate
name: DIGITAL Kft.)

PC Trade Systems Kift. H-6728 Szeged, Back Bernat u.|IT services, hosting service
2
Microsoft Corporation Microsoft 365 - One Microsoft | IT services, cloud service

Way Redmond, Washington

98052
USA
Google LLC 1600 Amphitheatre Parkway |IT services
Mountain View, CA 94043
USA
IFS Hungary Kift. H-1132 Budapest, Vaci Ut 22-24./ IT services, developer of the ERP,

system

Out of the data processors used, all of the USA-based data processors (Microsoft Corporation
and the Google LLC) are included in the adequacy decision of the article 45 of the Regulation
and the Commission Implementing Decision 2016/1260 and in the USA - EU Privacy Shield
set on the basis of them, i.e. data transfer to these data processors are not classified as data
transfer to a third country out of the European Union and there is no need for the separate
permission of the data subjects and the data transfer to them is permitted on the basis of the
article 45 of the Regulation. These corporations undertook the compliance with the Regulation.

The withdrawal of the consent to the delivery of direct marketing messages and the deletion or
the modification of the personal data may be requested via the contacts below:

via e-malil to the adatvedelem@medikemia.hu , in case of registered use, via the website and
via post to the address [Medikémia Zrt. H-6728 Szeged, Zsambokréti sor 1/A].



3.2.2. Data processing of the www.medikemia.hu webs ite

3.2.2.1. Logging of the medikemia.hu server

Upon visiting the www.medikemia.hu website, the web server does not record user data.
Data processing of external service providers regarding logging:

The html code of the portal contains links arriving from and leading to external servers
independent of the Medikémia Zrt. The server of the external hosting provider (see section
3.2.2.3 herein) is in direct connection with the computer of the user. We call the attention of
our visitors that the service providers of these links are able to collect user data (e.g. IP
address, data on the browser and the operation system, movement of the mouse pointer,
address of the visited page and the time of such visit) due to the direct connection to their
server and the direct communication with the browser of the user.

The independent measurement and auditing of the website audience and other web analytics
data of the medikemia.hu website is supported by the server of the Google Analytics as an
external service provider. The service provider available at www.maps.google.com displays
map information on the website.

The controller gives detailed information about the processing of the measurement data at the
http://www.google.com/intl/hu/policies/ .

3.2.2.2. The cookie handling of the www.medikemia.h  u website

To identify and trace users, the Medikémia Zrt. and certain service provider partners place a
small data packet, the so-called cookie on the computer of the user and read them back during
the later internet use. If the browser returns a previously saved cookie, the service provider
handling the cookie have the possibility to link the actual visit of the user with the previous ones
regarding the websites using the cookie of the Medikémia Zrt. or the external service provider.

Upon opening the medikemia.hu website, the Google Analytics handles cookies to operate
its web analytics system.

About the data processing by the www.google.com/analytics further information may be
requested at http://www.google.com/intl/hu/policies .

The document “How Google uses information when you use a site or app of our partner” is
available at: http://www.google.com/intl/hu/policies/privacy/partners/

The user is able to delete the cookie from his computer or he may ban the application of
cookies in his browser. The handling of cookies is possible usually in the Tools/Settings menu
of the browsers at the menu Data protection/History/Individual settings with the names cookie
or tracing.

In our website, the external service providers below placed the listed cookies:

! Google Analytics: the independent measurement and auditing of the website
audience and other web analytics data of our website is supported by external servers
(google.com/analytics).

3.2.2.3. The handling of registrations on the www.m  edikemia.hu website

After the registration on the medikemia.hu website, our partners have access to additional
services:

- contact form supporting administration,

- question-answer and evaluation regarding products,

- use of retailer sites (finance, logistics, price list, discounts registry),

- handling of consents to be given on the site.

Aim of data processing : keeping contact, support of retailer partners, notification of retailer
10



partners (about new products, services and discounts), handling of consents.

Legal basis of the data processing : the voluntary consent of the data subject (item a) of the
paragraph (1) of the article 6 of the Regulation).

Processed set of data: Name, e-mail address, phone number, company name, user name
Period of data processing : until the withdrawal of the consent of the data subject.

Recipients of the data: The employees of the marketing and sales organisational unit and
the IT of the Medikémia Zrt. and the senior management have access to the data.

Data transfer: None

Data processors:

Name Register Data processing task
ed seat

Telenor Magyarorszag Zrt. H-2045 Toérokbalint, Pannon Ut 1. IT services

DIGITAL Szamitastechnikai |H-6723 Szeged, Csongradi IT services

Kereskedelmi és Szolgaltaté |sugarit 83.
Kft. (Abbreviated corporate
name: DIGITAL Kft.)

PC Trade Systems Kift. H-6728 Szeged, Back Bernat u.|IT services, hosting service
2
Microsoft Corporation Microsoft 365 - One Microsoft | IT services, cloud service
Way Redmond, Washington
98052
USA
Google LLC 1600 Amphitheatre Parkway |IT services
Mountain View, CA 94043
USA
IFS Hungary Kift. H-1132 Budapest, Vaci Ut 22-24.|IT services, developer of the ERP

system

Out of the data processors used, all of the USA-based data processors (Microsoft
Corporation and the Google LLC) are included in the adequacy decision of the article
45 of the Regulation and the Commission Implementing Decision 2016/1260 and in the
USA - EU Privacy Shield set on the basis of them, i.e. data transfer to these data
processors are not classified as data transfer to a third country out of the European
Union and there is no need for the separate permission of the data subjects and the
data transfer to them is permitted on the basis of the article 45 of the Regulation. These
corporations undertook the compliance with the Regulation.

3.2.3 Assessment of customer satisfaction

For the Medikémia Zrt. the satisfaction of its partners and the end users regarding its products
is of key importance. Therefore, the opinion of the customers is necessary. The Medikémia
Zrt. contacts the partners and the end users via e-mail.

Aim of data processing : assessment of purchasing habits and our performance.

Legal basis of the data processing : the voluntary consent of the data subject (item a) of
the paragraph (1) of the article 6 of the Regulation).

Processed set of data : e-mail address of the addressee, however, the questionnaire does
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not contain personal data.
Period of data processing : until the withdrawal of the consent of the data subject.

Recipients of the data: The scope and aim of the annual customer satisfaction
assessment is determined by the Marketing and Sales department.

Data transfer: None

Data processors:

Name Register Data processing task
ed seat

Telenor Magyarorszag Zrt. |H-2045 Torékbalint, Pannon Gt 1. IT services

DIGITAL Szamitastechnikai|H-6723 Szeged, Csongradi IT services

Kereskedelmi és|sugarut 83.

Szolgaltatéd Kift.

(Abbreviated corporate

name: DIGITAL Kft.)

PC Trade Systems Kift. H-6728 Szeged, Back Bernat u.IT services, hosting
2 service

Microsoft Corporation Microsoft 365 - One Microsoft IT services,

] cloud service
Way Redmond, Washington

98052
USA
Google LLC 1600 Amphitheatre Parkway IT services
Mountain View, CA 94043
USA
IFS Hungary Kift. H-1132 Budapest, VAaci Ut 22-24.|IT services, developer

of the ERP system

Out of the data processors used, all of the USA-based data processors (Microsoft Corporation
and the Google LLC) are included in the adequacy decision of the article 45 of the Regulation
and the Commission Implementing Decision 2016/1260 and in the USA - EU Privacy Shield
set on the basis of them, i.e. data transfer to these data processors are not classified as data
transfer to a third country out of the European Union and there is no need for the separate
permission of the data subjects and the data transfer to them is permitted on the basis of the
article 45 of the Regulation. These corporations undertook the compliance with the Regulation.

3.2.4. Organisation of events, conducting training courses

Aim of data processing: The Medikémia Zrt. organises and holds professional
events, customer meetings and training courses to promote its products.

Legal basis of the data processing : the voluntary consent of the data subject (item a) of
the paragraph (1) of the article 6 of the Regulation).

Processed set of data: company name, name and contact of the participant (e-mail
address or phone number), place and date of the event/training.

Period of data processing : until the withdrawal of the consent of the data subject.

Recipients of the data: The Marketing and the Sales Department have access to the
personal data above.
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Data transfer: None

Data processors:

Name Register Data processing task
ed seat
Telenor Magyarorszag Zrt. H-2045 Torokbalint, Pannon at 1. |IT services

DIGITAL Szamitastechnikai |H-6723 Szeged, Csongradil IT services
Kereskedelmi és Szolgaltaté |sugarit 83.
Kft. (Abbreviated corporate
name: DIGITAL Kft.)

PC Trade Systems Kift. H-6728 Szeged, Back Bernatu. 2 |IT services, hosting
service
Microsoft Corporation Microsoft 365 - One Microsoft IT services, cloud service
Way Redmond, Washington
98052
USA
Google LLC 1600 Amphitheatre Parkway IT services
Mountain View, CA 94043
USA
IFS Hungary Kift. H-1132 Budapest, Vaci Ut 22-24. |IT services, developer of the ERP,

system

Out of the data processors used, all of the USA-based data processors (Microsoft Corporation
and the Google LLC) are included in the adequacy decision of the article 45 of the Regulation
and the Commission Implementing Decision 2016/1260 and in the USA - EU Privacy Shield
set on the basis of them, i.e. data transfer to these data processors are not classified as data
transfer to a third country out of the European Union and there is no need for the separate
permission of the data subjects and the data transfer to them is permitted on the basis of the
article 45 of the Regulation. These corporations undertook the compliance with the Regulation.

3.3. Other data processing

About any data processing not listed herein, notification is given upon the entry of the data.
We hereby inform our partners and clients that the courts, the prosecution office, the
investigation authority, the infringement authority, the administration authority, the Hungarian
National Authority for Data Protection and Freedom of Information or other bodies based on
their authorisation by law may call the Medikémia Zrt. to give information, to supply data or to
hand over documents.

To the authorities the Medikémia Zrt., if the authorities and bodies above indicated the exact
aim and the scope of the data, shall issue personal data in an amount and extent strictly
necessary for the achievement of the aims of such call.

4, WAY OF THE STORAGE OF PERSONAL DATA, SECURITY OF DATA
PROCESSING

Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of processing as well as the risk of varying likelihood and severity for the
rights and freedoms of natural persons, the Medikémia Zrt. and its processors shall implement
appropriate technical and organisational measures to ensure a level of security appropriate to
the risk.

For the processing of personal data, the Medikémia Zrt. shall select and operate the applied
IT tools to let the processed data:
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. be available for the entitled parties (availability);

. have guaranteed authenticity and authentication (authenticity of data processing);
. have certified permanence (data integrity);
. be protected against unauthorised access (confidentiality of data).

The Medikémia Zrt. protects the data with appropriate measures especially against
unauthorized access, alteration, transmission, public disclosure, deletion or destruction, as
well as accidental loss and damage, and against the inaccessibility of the stored data due to
any changes in or modification of the applied technique.

For the protection of data sets stored in different electronic filing systems, suitable technical
solutions are introduced by the Medikémia Zrt. to prevent - unless this is permitted by law - the
interconnection of data stored in these filing systems and the identification of the data subjects.

Considering the state of the art, the Medikémia Zrt. ensures the protection of the security of
data processing with technical and organisational measures, which provide a protection level
suitable for the risks of data processing.

During data processing, the Medikémia Zrt. shall preserve

. confidentiality: it protects the information from unauthorised access;

. integrity: it protects the accuracy and the completeness of the information and
the processing method;

. availability: it ensures that the eligible user can access to the required

information when necessary and that the tools related thereto are available.

The IT system and network of the Medikémia Zrt. and its partners involved in processing are
protected against computer-assisted fraud, espionage, sabotage, vandalism, fire, flood,
computer viruses, hacking and attacks leading to conscientious objection. The operator
ensures security with server and application level protection measures. We hereby notify the
users that independently of the protocol (e-mail, web, ftp etc.), the electronic messages sent
via internet are vulnerable against network threats leading to fraudulent activity, the challenge
of an agreement or the reveal or modification of information. To protect the users from such
threats, the controller shall take all reasonable precautions. The controller shall monitor the
systems to be able to record every security deviation and to have a proof for all security events.
Additionally, system monitoring makes it possible to verify the efficiency of the precautions
applied.

The Medikémia Zrt. as controller shall register the incidental data breaches by recording the
facts and effects related thereto and the measures taken for remedy. In the case of an
incidental data breach, the Medikémia Zrt. shall without undue delay and, where feasible, not
later than 72 hours after having become aware of it, report the data breach to the National
Authority for Data Protection and Freedom of Information, unless the data breach is unlikely to
result in a risk to the rights and freedoms of natural persons.
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5. DATA AND CONTACT INFORMATION OF THE CONTROLLER
Data controller

Name: MEDIKEMIA Ipari és Kereskedelmi Zartkoriien Mikodé
Részvénytarsasag

Registered seat: H-6728 Szeged, Zsambokréti sor

1/A. Company registry number: Cg. 06-10-000063

Phone number: +36 (62) 592-777.

Email: info@medikemia.hu

Data protection officer (hame and contacts): R6zsané Telek
Ildik6, adatvedelem@medikemia.hu

6. RIGHTS OF THE DATA SUBJECTS

We call your attention that as regards the processing of your personal data, you shall have
the following rights:

. transparent information

right of access,

right to rectification,

right to erasure,

right to restriction of processing,
right to data portability,

right to object,

right to withdraw the consent
right to lodge a complaint and the
right to judicial remedy

6.1. Transparent information

The Medikémia Zrt. shall provide you with the notification on the processing of your personal
data - within the scope determined by the GDPR. We perform this obligation of ours via this
Privacy policy. We call your attention that if you have further questions regarding the
processing of your personal data, you may exercise your right of access.

6.2. Right of access

You may request notification on whether your personal data are processed by us and if yes,
you may request a detailed notification about

. why we process the data,

. what kind of data we process,

. what the source of the personal data is,

. to whom your processed data are transferred

. for how long time we store the processed data and
. if your data are transferred within the framework of international data transfer, you
get information about the warranties of data transfer and

. you get repeated notification about your rights about the processing of your personal

data and about that you may contact the data protection authority in case of complaint.
If you request, we give you a copy about your processed personal data, free of charge.

For further copies, the Medikémia Zrt. may charge a reasonable fee based on administrative
costs, according to the possibility permitted by law. For your request, the information can be
delivered electronically. The right of information can be exercised in writing via the following
contacts:

ROZSANE TELEK Ildiké, data protection representative,

MADARASZ Zoltan, IT data protection officer

e-mail: adatvedelem@medikemia.hu
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For your request - after the due certification of your personal identity and your identification - the
person(s) above may give you information orally as well.

6.3. Right to rectification

For your request, your inaccurate personal data (e.g. false date of birth, changed e-mail
address, change of name etc.) are corrected or amended.

6.4. Right to erasure

You can request the erasure of your processed personal data, if

. the aim of data processing does not justify the processing of your data any more,

. data processing is based on consent and you withdraw your consent (and there is
no other legal basis for the data processing),

. you object against data processing and there is no lawful reason of higher priority
for data processing,

. if your data have been unlawfully processed or

. the erasure of the data is mandatory based on law.

The erasure of the data shall not be initiated, if data processing is mandatory: to exercise the
right to freedom of expression and information; to perform the legal obligation of the Medikémia
Zrt. or to perform a task of public interest; for studies conducted in the area of public health,
archiving, scientific or historical research or for statistical reasons, based on public interest; or
for the submission, enforcement or protection of legal claims.

6.5. Right to restriction of processing

If you exercise this right of yours and according to law, restriction shall be applied, we are eligible
only to store your personal data, however, we shall not perform any operations on them (e.g. they
shall not be transferred to anyone, we shall not structure them), unless you give your consent to
such operations or it is our legal obligation to perform such operation.

When can this right be enforced?

. if you contest the accuracy of the personal data, for a period enabling us to verify the
accuracy of the personal data;

. if the processing is unlawful and you oppose the erasure of your personal data and
request the restriction of their use instead;

. if we no longer need your personal data, however, you request us to store them e.g. for
the enforcement of any of your future rights.

. if you have objected to processing pending the verification whether the legitimate

grounds of the Medikémia Zrt. override those of yours.

In all cases we shall notify you in advance, if in the cases above, the restriction of data processing
is released (e.g. as your incorrect data were corrected or your request on restriction was rejected
by us).

6.6. Right to data portability

If the processing is based on your consent or it is necessary for the performance of an
agreement and processing is carried out by automated means, you shall have the right to
receive the personal data concerning you, which you have provided to the Medikémia Zrt., in
a structured, commonly used and machine-readable format and have the right to transmit those
data to another controller.

We hereby notify you that the Medikémia Zrt. does not process your personal data by automated
means.

6.7. Right to object

You shall have the right to object, on grounds relating to your particular situation, at any time
to processing of personal data concerning you, if data processing is based on the legitimate
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interest of the Medikémia Zrt. In case of your objection, we process on your personal data,
only if processing is justified by compelling legitimate grounds which override your interests,
rights and freedoms.

Where your personal data are processed for direct marketing purposes (e.g. sending
newsletters), you shall have the right to object at any time to processing of personal data
concerning you for such marketing purposes. In case of your objection, the Medikémia Zrt.
shall no longer process your personal data for this purpose.

6.8. Right to withdraw the consent

You shall any time be eligible to withdraw your consent during processing.

We hereby notify you that the withdrawal of your consent shall not affect the lawfulness of data
processing based on consent before such withdrawal.

You may exercise your rights as follows:
Via e-mail: adatvedelem@Medikemia.hu

Via post: Medikémia Zrt. Addressed to ROZSANE TELEK lldiké data protection officer to the
address H-6728 Szeged, Zsdmbokréti sor 1/A.

If you registered in our website and you gave your consent there, you may exercise your right
to withdraw your consent on the website,
in the menu “Adataim Szerkesztése” (Editing my data).

6.9. Procedural rules

We call your attention that the Medikémia Zrt. shall respond to your requests without undue
delay and at the latest within one month after the receipt of your request about the measure
brought as a result of your request. This period may be extended by two further months where
necessary, taking into account the complexity and number of the requests. We shall inform
you of any such extension within one month of the receipt of your request.

If you submitted your request electronically, the Medikémia Zrt. will send you the notification
electronically (unless otherwise requested by you).

If on the basis of your request the Medikémia Zrt. fails to take any measure, you shall be
informed without delay, but within one month after the receipt of your request at the latest about
the reasons of such failure and about that you may submit a complaint to the Hungarian
National Authority for Data Protection and Freedom of Information (NAIH) and you may seek
a judicial remedy.

We hereby notify you that the Medikémia Zrt. shall provide the requested information and
notification free of charge to you. Where your request is manifestly unfounded or excessive, in
particular because of their repetitive character, the Medikémia Zrt. may either charge a
reasonable fee taking into account the administrative costs of providing the information or may
refuse to act on the request based on law.

The Medikémia Zrt. shall notify every recipient about the correction or erasure of your personal
data or the restriction of the processing of such data to whom your personal data were transferred
(unless it proves to be impossible). For your request we notify you about these recipients.

6.10. Compensation

The Medikémia Zrt. shall be liable for any damage caused to you as a result of unlawful processing
of your data or by any breach of data security requirements. In case of the violation of your
personality rights, you may claim for compensation according to the stipulations of the Civil Code
(section 2:52).

We notify you that the Medikémia Zrt. shall also be liable for any damage caused by any data
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processor acting on its behalf. The Medikémia Zrt. may be exempted from liability, if the damage
was caused by unavoidable reasons beyond the scope of data processing.

No compensation shall be paid by the Medikémia Zrt. and you may not claim for compensation
where the damage or the impairment of right triggered by the violation of personality rights was
caused by your intentional or serious negligent conduct.

6.11. Right to judicial remedy
6.11.1. Complaint to the data protection officer

If you feel that the Medikémia Zrt. violates its mandatory corporate rules, you may make a
complaint to the data protection officer. You may send your complaint to the data protection
officer to the e-mail address below, who shall respond to your complaint within one month.

Data protection officer:

ROZSANE TELEK Ildikd, data protection officer,
e-mail address: adatvedelem@medikemia.hu

postal address: H-6728 Szeged, Zsambokréti sor 1/A.

Right of access to a court

If regarding the processing of your personal data or during the exercising of your rights your
rights were impaired (e.g. you were unable to enforce your rights above, you failed to receive
any notification about data processing etc.) you may initiate a suit before the tribunal having
jurisdiction at your home address or place of residence against the Medikémia Zrt. In the case,
the court shall proceed as a matter of urgency. We hereby notify you that the suit launched
regarding the protection of personal data shall be free of duties.

6.11.2. Data protection authority procedure

If during the exercising of your rights regarding the processing of your personal data your rights
are impaired, at your discretion you may contact the Bureau of the Hungarian National Authority
for Data Protection and Freedom of Information (paragraph (1) of the section 52 and the section
22 of the Act CXII of 2011).

Contacts of the authority:

Name: Hungarian National Authority for Data Protection and Freedom of Information:
Registered seat: H-1125 Budapest, Szilagyi Erzsébet fasor 22/C.

Correspondence address: H-1530 Budapest, PO. Box: 5.

Phone: +36 1 391 1400

Fax: +36 1 391 1410

E-mail: ugyfelszolgalat@naih.hu

Website: http://www.naih.hu

7. Approval

Effective: From 19" December 2018

The privacy policy was approved by

PALMAI Antal sgd.

chief executive officer
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